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A data breach of any size is a crisis management situation, which could put an entire council 
at risk. Data security is not an IT issue, it is an organisational risk, and breach 
response should involve people from a number of roles across the council. 

Planning for a breach is therefore essential; every council should have in place a breach 
response plan, and should designate, in advance, a breach response team which can 
be convened at short notice to deal with the crisis.  

Understanding the issues that arise in a breach situation, and practising the management of 
a breach, are essential to effective breach response. Failure to plan and practise, 
increases the regulatory, litigation and reputation risk to the entire council.  

The checklist below sets out the key issues which Sheringham Town Council has considered 
in preparing for a data breach and STC responses.  

This policy is based on the NALC Security Incident Response Policy from the NALC 

GDPR Toolkit Appendix 9 

Breach checklist  STC Breach Response  

1. The breach response plan 

(a) Do you know who should be 
notified within the council if there is 
a data breach? 

(b) What happens if one of your 
team in (a) above is away on holiday 
or otherwise absent.  Is there a 
back-up plan? 

(c) Do you have clear reporting 
lines and decision-making 
responsibility? 

(d) Do you have designated 
person(s) responsible for managing 
breaches, with full decision making 
authority 

 

 

a) DIO- Clerk/Deputy Clerk  Char Vice 

Chair and Chair and Vice Chair of the 

Policy and Process Sub-committee  

b) Sufficient members to cover absence. 

In the event of no members being 

available the Clerk will call an 

emergency meeting of the Council 

c&d)The Breach Response Group have 

delegated powers to deal with the 

response immediately but will report the 

situation to the Full Council at the 

earliest opportunity.  

(e) Do you understand what 
external assistance you might need, 
with providers in place in advance? 

 

● Our IT support company can advise 

on steps needed to be taken in the 

event of a hack taking place and put 

interim measures in place to prevent 

further breaches of data  
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(f) Do you have processes for 
triaging incidents, identifying actual 
breaches and activating the breach 
response team? 

 

● If a simple data breach occurs such as 

an email to the wrong address. This 

does not need to be reported.  

● If data is released which could 

identify the data subjects and be 

used to clone their identity or 

releases financial information about 

the person or gives personal sensitive 

data out then it must be reported 

immediately to the Breach Response 

Group and the ICO 

● A record must be kept of the Data 

Breaches for STC and reported as 

part of the annual review of GDPR to 

the Council (DataController)by the 

P{olicy and Process Sub-Committee  

● In the event of major breaches legal 

advice must be sort from NP Law 

immediately  

● The Breach Response group will 

obtain statements immediately from 

staff, councillors and volunteers who 

may have seen suspicious activity or 

breached data protocol.  

(g) Is your breach response plan 
up to date? 

(h) Have you tested your breach 
response plan? 

 

STC Breach response plan will be 

reviewed annually within the Annual 

GDPR review. As part of this process 

the Breach Response Plan will be 

tested.  

2. Legal issues 

(a) Do you have a process for 
maintaining legal privilege and 
confidentiality? 

(b) Can you pause document 
destruction processes? 

(c) Do you have appropriate 
evidence gathering capability so you 

 

a) ??? 

b) Document destruction is completed 

manually as per the Retention and 

destruction policy . All staf members 

have a responsibility to ensure any 

documents that are destroyed 

conform to this policy. 
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can collect information about the 
breach? 

(d) Do you know who your 
specialist external lawyers who can 
manage the investigation and give 
legal advice are? 

(e) Do you have a process for 
managing and logging steps taken in 
the investigation? 

(f) Do you understand your 
contractual rights and obligations 
with third parties? 

(g) Can you quickly identify third 
parties you may need to notify? 

(h) Do you have appropriate 
contractual rights to be notified of 
breaches by third parties? 

(i) Do you know how to contact 
the Information Commissioners 
Office (“ICO”) and with law 
enforcement who you can involve 
quickly if necessary? 

(j)  

c) Due toan electronic filing system staff 

can  trace where a data subjects 

information is held and identify if it 

has been breached. External support 

from our IT support company is in 

place should we need to deal with a 

cyber hacking incident. 

d) NP Law are STC contracted lawyers  

e) Breach Logging process in place  

 

       f & g)STC don’t share data 

subjects   information with third 

parties. 

 

 

Needs to beuilt into the New 

contracts and Tender process.  

 

 

(k) If you hold credit/ debit card 
data, do you need to notify your 
payment processor? 

Sheringham Town council does not 

hold debit/credit card details. 

This will be reviewed annually and 

any change in process developed if 

required in the Breach Response Plan  

3. Forensic IT 

(a) Do you have access to 
qualified forensic IT capability, either 
internally or externally? 

(b) Do you understand the basic 
IT do's and don'ts of responding to 
data breaches? 

(c) Do you have an asset 
inventory to help you identify 
potentially compromised devices, 
where those devices are and in 
whose possession? 

a) No. this would have to be brought in 

and would be on the advice of NP 

Law  

b) The Clerk will immediately back up 

the STC system and inform staff that 

no further deletion can take place of 

documents, emails, files. The 

Monthly GDPR Update process will 

be suspended until the Clerk 

indicates otherwise 
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(d) Do you understand how data 
flows in your council, in practice? 

(e) Can you quickly secure and 
isolate potentially compromised 
devices and data, without destroying 
evidence? 

(f) Can you quickly ensure 
physical security of premises? 

 

c) STC Asset inventory identifies all IT 

devices. Individual Councillor 

equipment is the responsibility of 

Councillors  

d) Advice would be taken from our IT 

support company  

e) A member of staff is always in place 

in the Administrative offices of the 

Council and would be able to secure 

the premises. Individual offices can 

also be locked and staff members 

have individual keys. The clerk only 

has a safe key  

4. Cyber breach insurance 

(a) Do you have cyber breach 
insurance, or other insurance which 
may cover a data breach? 

(b) Do you understand the 
process for (a) notifying breaches and 
(b) obtaining consent for actions 
from insurers? 

(c) Do you have emergency 
contact details for your brokers? 

a) Zurich Town Council Insurance policy  

b) Clerk and Deputy Clerk are aware of 

these processes 

c) Clerk and Deputy Clerk have all 

emergency contact details  

5. Data 

(a) Do you know what data you 
hold (and what you shouldn't hold)? 

(b) Is your data appropriately 
classified? 

(c) Do you have, and apply, data 
destruction policies? 

(d) Do you know what data is 
encrypted, how it is encrypted, and 
when it may be unencrypted on your 
systems? 

(e) Do you have regularly check 
you are complying with your 
retention policy to ensure you are 
storing only the data you should be? 

a) Internal registers of all data are in 

place for all lines of Data which STC 

uses.  

b) Information for allotments and 

employment may include sensitive 

data and should be treated with 

added care and responsibility. 

Additional passwords are in place for 

Employment Confidential folders are 

available on the email system  

c) Employment files are accessible only 

by the Clerk or Deputy Clerk in the 

Clerk’s absence – password protected 
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(f) Do you have appropriate 
additional protection for sensitive 
data? 

(g) Do you have data loss 
prevention or similar tools? 

(h) Do you understand your logs, 
how long you retain them for and 
what they can (or cannot) tell you? 

(i) Do you have appropriate 
logging of staff/ councillor access to 
data? 

d) The retention and Destruction policy 

needs to be updated in the light of 

GDPR 

e) Currently the STC system is backed 

up to external hard drives. These 

should be stored overnight in the 

Safe. The new cyber audit is to 

consider the development of cloud 

storage 

f) STC Data logging and Retention and 

Destruction log are on-going 

electronic documents and will be 

retained at infinitum 

g) Clerk and Deputy only have access to 

sensitive data. 

6. Data subjects 

(a) Do you understand when you 
should consider notifying data 
subjects? 

(b) Do you understand the 
contractual and legal rights of data 
subjects? 

(c) Can you quickly prepare 
appropriately worded notifications to 
data subjects? 

(d) Do you understand the 
potential harm to data subjects of 
loss of the different types of data 
that you hold? 

(e) Do you have the ability to 
appropriately triage and deal with a 
breach? 

(f) Are councillors and staff 
appropriately trained as to how to 
deal with data subjects in a breach 
scenario? 

 

 

All of the following are identified in 

the STC GDPR Policy  

STC Clerk and Employment:CPD 

group to ensure adequate provision 

is made for CPD for GDPR on advice 

from the Clerk and the Process and 

Policy GDPR Sub-committee after the 

annual GDPR Review.  

7. Data subjects  
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(a) Do you understand when you 
should consider notifying data 
subjects? 

(b) Do you understand the 
contractual and legal rights of data 
subjects? 

(c) Can you quickly prepare 
appropriately worded notifications to 
data subjects? 

(d) Do you understand the 
potential harm to data subjects of 
loss of the different types of data 
that you hold? 

(e) Do you have the ability to 
appropriately triage and deal with a 
breach? 

Identified in STC GDPR Policy  

 

 

8. Data subjects 

(a) Do you understand when you 
should consider notifying data 
subjects? 

(b) Do you understand the 
contractual and legal rights of data 
subjects? 

(c) Can you quickly prepare 
appropriately worded notifications to 
data subjects? 

(d) Do you understand the 
potential harm to data subjects of 
loss of the different types of data 
that you hold? 

(e) Do you have the ability to 
appropriately triage and deal with a 
breach? 

(f) Are councillors and staff 
appropriately trained as to how to 
deal with data subjects in a breach 
scenario? 

a) As per the Breach response plan 

b) Internal register and Consent and 

privacy notices in place 

c) Letters included as part of identified 

processes 

d) As per the Breach response plan and 

GDPR policy  

e) Breach response plan  

f) CPD core Strategy – Annual GDPR 

Review  

9. Public Relations  The Breach Response Group will be 

responsible for advising the clerk and 
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the Mayor as to a suitable response 

with regard to a data breach. The 

Clerk(Deputy in her absence) or 

Mayor are responsible for issuing this 

press statement as per STC Media 

Policy  

 


